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Abstract

Implications of the health information pollution for 
society, health professionals, and science

In the era of ultra-connectivity, the proliferation of speculative notions driven by personal emotions 
eclipses the credibility of scientific evidence. This trend has led to an alarming surge in information pollution, 
particularly by the pervasive influence of social media platforms. Consequently, this overflow of falsehoods 
poses a significant threat to public health and overall societal well-being. In this sense, this critical review 
aims to present the harmful impacts of the health information pollution on society, health professionals, and 
health science, as well as strategies for their mitigation. The management of information pollution requires 
coordinated efforts to develop and implement multiple effective preventive and debunking strategies, such 
as the regulation of big tech companies’ actions and algorithm data transparency, the education of health 
professionals on responsible social media use, and the establishment of a novel academic culture, shifting from 
the valorization of productivism to socially relevant scientific production. By acknowledging the complexities 
of this contemporary issue and drawing insights from distinct perspectives, it is possible to safeguard the 
integrity of information dissemination and foster a more informed and resilient community. 
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Introduction

According to the United Nations Development 

Programme, information pollution refers to false, 

misleading, and manipulated content—whether online 

or offline—created, produced, and disseminated 

either intentionally or unintentionally, with the 

potential to cause societal or physical harm.1 

Research has scholarly explored various types of 

information pollution, including misinformation, 

disinformation, mal-information, and conspiracy 

theories. Misinformation, by definition, involves 

inaccurate information shared without the intention 

to deceive, often containing elements of truth. In 

contrast, disinformation is a deliberately fabricated 

falsehood intended to harm individuals, groups, 

organizations, or nations. Mal-information refers 

to accurate information used maliciously to cause 

harm.2,3 Conspiracy theories attempt to explain major 

social and political events by attributing them to covert 

operations conducted by powerful figures.4

Although information pollution has long existed, 

its spread has accelerated in recent years,5 driven 

by advances in information and communication 

technologies that facilitate the widespread sharing 

of subjective opinions, especially via social media 

platforms.3 This pervasive distribution poses significant 

threats to public health and to the overall population 

well-being. First, it diminishes health and eHealth 

literacy, impairing the public’s understanding of 

essential health information. Second, it undermines 

the principles of evidence-based medicine by fostering 

skepticism toward established medical practices and 

treatments. Third, it compromises individuals’ abilities 

to discern the authenticity of information, creating 

an environment conducive to the dissemination of 

falsehoods. Fourth, it triggers a crisis of confidence in 

professional expertise, leading to a climate of distrust 

that hampers patient-professional relationships. 

Finally, the erosion of trust and circulation of 

misleading information can discourage engagement 

with certain medical treatments, negatively influencing 

decision-making processes and public health 

outcomes. Consequently, it is imperative to mitigate 

these harmful effects with targeted interventions and 

evidence-based strategies.6-9

Understanding why and how people get in touch 

with information pollution is crucial. Individuals are 

naturally attracted to novel and engaging content, 

reflecting an inherent curiosity about the world.10 

False messages often contain innovative elements 

designed to capture attention. Furthermore, weak 

social ties within digital networks contribute to the 

rapid dissemination of these messages,11 particularly 

among individuals with specific demographic 

characteristics, including conservative ideologies, 

lower analytical capabilities, and of older age.12,13 

In the post-modern era, marked by post-truth, 

speculative beliefs derived from personal emotions 

and subjective experiences often overshadow the 

credibility of scientific evidence (see an allegorical 

representation of the digital ecosystem in Figure 1).14 

For instance, a survey revealed that only modest 

proportions of the populations in China and the United 

States consider global warming an issue critical to the 

preservation of life on Earth.15

This critical review aims to present the harmful 

impacts of the health information pollution to health 

researchers and academics, ranging from broad 

societal contexts to specific implications for health 

professionals and health science. Additionally, 

it highlights the urgent need for developing and 

implementing multiple effective strategies to address 

and mitigate the spread of falsehoods. Figure 2 

summarizes the interrelations of the contextual topics 

discussed in this article.

Society
This section briefly contextualizes the ecosystems 

of the health information pollution regarding specific 

groups of actors.
 
Health consumers

Proactive individual behaviors in managing 

health conditions toward well-being are contributing 

to the gradual shift from a biomedical to a holistic 

and participatory healthcare framework, in which 

people are stimulated to actively seek and share 

health-related information.16-18 Consequently, 

cyberspace presents abundant information, making 

it difficult for digital users to identify reliable health 

information. This environment inadvertently supports 

the circulation of inaccurate or misleading health 

content, which spreads more quickly than accurate 

information,19 especially when it is influenced by 

political agendas that include xenophobic, racist, and 

homophobic narratives.20

Several factors contribute to this scenario. For 

example, digital influencers motivated by social and 
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financial gains can promote biased, manipulated, 

and imprecise health-related content, fostering the 

dissemination of non-evidence-based messages that 

mislead the public and compromise the integrity 

of shared information.9,21 Additionally, low levels of 

critical thinking and health literacy hinder the effective 

personal evaluation of the credibility and accuracy of 

digital content.22-24 Furthermore, individuals may be 

driven by narcissistic traits and the fear of missing out 

(FOMO) syndrome, sharing online content to enhance 

their social image.5

In addition, health misinformation can persuade 

and aggregate digital consumers with aligned beliefs, 

forming echo chambers.25 Repeated exposure 

to echoed misinformation creates confusion and 

may potentially lead to cyberchondria, which 

undermines expert counterarguments, as seen 

in the anti-vaccination discourse.10,26,27 Another 

factor is therapeutic pluralism, characterized by the 

simultaneous adoption of antagonistic health practices 

by individuals, such as allopathic and homeopathic 

applications in the treatment of severe pain.

News media
Although specific regulations are established to 

oversee the news media conduct in terms of ethics, 

transparency, and the pursuit of truth, frequent 

violations lead to the spread of misinformation.28 

Figure 1- Allegorical representation of the production, diffusion, and consumption of information (good information) and information 
pollution (bad information) in the digital ecosystem. In this depiction, people communicating via social networks share common access 
to the hydric channel (cyberspace) and its content (e.g., posts). However, they are often unaware of the factual accuracy of this content. 
Information pollution circulates faster in the channel and exhibits higher levels of novelty and attractiveness, drawing more attention than 
accurate information. While the channel’s capacity to carry information is almost unlimited, individuals’ ability to select, collect, and store 
information is considerably constrained. Consequently, the consumption of ubiquitous information pollution is influenced by structural and 
individual factors. Some people may be more selective in filling their buckets, while others indiscriminately gather whatever content first 
comes within reach. Additionally, the acceptance or rejection of content is influenced by individuals’ digital access and confirmation biases, 
symbolized by different clothing groups (e.g., white t-shirts, orange t-shirts, or suits and ties). While it is relatively simple to locate the 
distribution pipes of information from various production sources, identifying the authors of the content, understanding the logic behind its 
production and distribution, or determining the system’s controllers remains challenging. The congruent interests in validating or rejecting 
the facticity of thematic content bring people closer together (they desire to be closer to the distribution pipes that deliver reaffirmations 
of their convictions), and divergent interests push people apart (they want to distance themselves from the distribution pipes that deliver 
contradictions of their beliefs). Also, the system’s administration builds more distribution pipes of content that align with the preferences of 
their clients, leading to the formation of homophilic groups. The more individuals consume specific content, the more credible it becomes, 
increasing the likelihood that they will accept it as true, incorporate it into their belief systems, and share it. This can result in the exclusive 
consumption of content aligned with their convictions (echo chambers). Over time, people may become more radicalized in favor of the 
views they share with “their friends” and begin to attack those who do not share their views (“their enemies”), leading to polarization. These 
clashes with divergent groups blur the users’ ability to see and discuss the interests of content producers and distributors. They no longer 
care about all the pollution found within the channel. On the contrary, they crave more pollution to subsidize and fuel their battles against 
their peers. Meanwhile, the pollution industry and the owners of the digital ecosystem are profiting like never before. “So why change the 
system?” they ask. Image created using the DALL-E image generator (OpenAI, San Francisco, USA).
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This situation highlights the urgency of developing 

mechanisms to hold media outlets accountable 

for inaccuracies and omissions that may align 

with ideological biases, primarily to maximize 

profits. Certain outlets overtly support specific 

political agendas, contributing to a polarized media 

environment that tailors its reporting to enhance 

audience engagement.29

Additionally, the news media often produce science 

communication pieces based on preprint results, which 

have not been validated by peer review. Journalists 

also frequently overstate the significance of studies 

with low-level evidence, such as in vitro experiments, 

presenting them as if their findings were conclusive 

clinical advances.30

 
Governments and politicians

The desire to maintain power drives political 

leaders to make ideological decisions that favor 

specific groups at the expense of broader societal 

welfare, often under the guise of promoting economic 

growth and social stability. Such communication 

strategies secure popularity and reinforce political 

support. Governments frequently task nonexpert 

professionals with formulating science policies, 

which can lead to decisions that deviate from the 

current scientific consensus. For example, some 

cities have ceased their water fluoridation programs 

due to populist influence, even though this decision 

contrasts with strong evidence supporting the strategy 

as an effective and safe measure to prevent dental 

caries.21,31

Big tech companies
Technological corporations encounter substantial 

financial conflicts of interest when addressing the 

spread of misinformation on their platforms. These 

companies generate profit through advertisements 

that maximize user engagement and stimulate the 

propagation of messages irrespective of their facticity. 

Hence, the operational mechanisms of algorithms are 

designed to hold users’ attention by promoting content 

aligned with their preferences.32

Big tech companies are hesitant to implement 

available solutions to identify and mitigate information 

pollution,33 publicizing concerns about the risk of 

censorship. Although freedom of expression is a 

fundamental human right, it must be limited to 

information, considering the harmful impacts of 

misinformation.34 The complexity of this problem 

increases with the emergence of deepfake technology, 

intensifying the challenges associated with discerning 

factual and non-factual content.35

 
Religious communities

The preachings of some religious leaders 

determined people’s avoidance of mask-wearing and 

vaccination,36 contributing to the increase in virus 

transmission rates and higher mortality during the 

COVID-19 pandemic. This fact illustrates the influence 

of religious values beyond individuals’ spiritual 

beliefs.37 Religion can interfere with health choices 

and behaviors and propagate health misinformation 

that is uncritically absorbed by adherents. It produces 

more pronounced impacts in intensively ideologized 

communities, in which divine authority justifies church 

directives, even regarding the socially-, economically-, 

and politically-shaped interests.

Health professionals
Health professionals play a pivotal role in 

managing the health information pollution by 

Figure 2- Diagram summarizing the perspectives of society, health professionals, and health science concerning information pollution.
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their responsibility to disseminate health practices 

grounded in scientific evidence. Otherwise, they risk 

aligning themselves with prevailing trends of science 

denial and pseudoscience, consequently, undermining 

trust in science. This section concentrates on health 

professionals’ contributive factors of formal and 

informal education to information pollution.
 
Health professional education

Health professionals are typically trained using 

biomedical model principles: a curative, hospital-

centric, hierarchical, and individualistic approach 

that emphasizes the professional role in treating 

the physical aspects of diseases.38 This reductionist 

approach permeates health education, which is 

structured around specialized and segmented 

disciplines, leaving professionals ill-equipped for 

reflective and critical thinking. Additionally, it favors 

the predominance of profit-driven practices over the 

quality of patient care.

Undergraduate students expect a learning 

environment that reflects their digital experiences, 

characterized by immediacy, interactivity, and visual 

stimulation.39 Smartphones and social media are 

integral to their daily lives.40 The discrepancy between 

this expectation and the traditional passive learning 

models employed by many medical schools presents 

a significant educational challenge, hindering the 

development of critical and reflective skills needed 

for clinical decision-making.41

Moreover, the rapid expansion of health professional 

training programs, particularly in developing 

countries, is constrained by the availability of 

qualified educators.42 As a result, institutions often 

employ less experienced staff at reduced salaries, 

which can compromise the quality of education.43 

This perpetuates outdated principles of non-patient-

centered care, increasing the risk of developing 

professional practices based on beliefs rather than 

scientific evidence.44

 
Health professionals and digital environments

There are notable exchanges of experiences and 

discussions about health practices with the increasing 

presence of health professionals on social media. 

These platforms can serve as valuable sources of 

information by sharing knowledge via colleagues’ 

profiles, pages, and health organizations.45 However, 

the propagation of information on social networks may 

lead to professionalism breaches, including lapses in 

honesty, ethical dilemmas, inadequate self-regulation, 

and diminished social responsibility.46

Additionally, many health professionals access 

unverified sources of information as a form of 

continuing education, given the plethora of options for 

online courses and social media content. This allows 

them to select resources that align with their pre-

existing views rather than those grounded in scientific 

rigor, leading to inadequate critical assessment skills.47

As patients often assess the quality of a healthcare 

provider or organization based on the number of 

digital followers on social media,48 health professionals 

may adopt sales-oriented strategies typical of 

digital influencers—such as challenges, dances, 

and giveaways—to increase their visibility and 

credibility. The public’s validation of such behaviors 

may encourage health practices based on dubious 

information, while skepticism can foster mistrust and 

reinforce negative perceptions of the professional 

community.47

Finally, health professionals can compromise 

evidence-based practices by affiliating with brands 

in a digital environment for personal gain and by 

promoting products without adequate verification 

of their quality and origin. Financially driven 

professionals might endorse products and methods 

that are ineffective, scientifically unsubstantiated, or 

even detrimental to health.49 This situation is serious, 

as health professionals are recognized authorities who 

influence health-related behaviors within their social 

networks. Therefore, the professional endorsement 

of unproven or harmful products and practices leads 

patients to adopt risky behaviors based on misplaced 

trust.50

Health professionals’ misinformation-driven 
behaviors

Currently, it is possible to find scientific references 

supporting various viewpoints on an issue, due 

to the questionable integrity of many studies. 

Consequently, professionals can provide seemingly 

reliable references that align with their beliefs, 

exploiting them for personal advantage even when 

they are aware of the poor quality of evidence.51 

Science deniers reject or oppose established scientific 

principles, often advocating theories rooted more in 

personal conviction than empirical evidence. They are 

adept at crafting arguments that superficially appear 

valid, despite lacking substantial scientific support.52 

This leads to public confusion, as these individuals 
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present their theories as credible alternatives 

to accepted knowledge, despite being based on 

unreliable evidence.53 In other situations, health 

professionals may sincerely promote questionable or 

false practices due to cognitive biases.47

Additionally, health professionals engaging in 

contentious social media debates often present 

polarized views supported by selective evidence, 

exacerbating the spread of misinformation. This 

behavior is concerning, as it may cause confusion 

and mistrust among the public, ultimately eroding 

confidence in health professionals and science.54

Health science
Health science may seem protected from 

information pollution; however, this is not the reality. 

Like broader society, research is susceptible to social 

degradation processes that undermine the accuracy 

and integrity of information.55 This section explores 

the specific contexts in which these vulnerabilities 

become evident.
 
Direct economic influence on researchers

Within the domain of health corporation–

sponsored research, there is a significant risk of the 

endorsement of technologies with limited evidence 

or unverified cost-effectiveness in exchange for 

monetary compensation or industry advantages. For 

example, airline companies sponsored studies that 

downplayed the importance of social distancing during 

the COVID-19 pandemic to enhance their profits at the 

expense of public health.56 This situation demonstrates 

how research conducted with a particular financial 

agenda can erode scientific integrity and the pursuit 

of unbiased truth.

This issue becomes even more critical when 

corporation-sponsored researchers are erroneously 

perceived as more relevant, which may create 

a selective effect in favor of these voices to 

guide future developments in a given scientific 

field. Contemporary philosophers have expressed 

significant concerns about the commercialization of 

science. Research innovation influenced exclusively 

by scientists’ personal interests driven by market 

forces can disproportionately benefit consumer 

elites, exacerbating overlooked issues and creating 

information voids that contribute to the spread of 

information pollution.57

Ideologies, politicization, and polarization in 
science

Researchers also may resist revising their 

perspectives on a given issue when presented with new 

scientific evidence that challenges their established 

beliefs, often because of confirmation bias.58 This 

reluctance to embrace the dynamic nature of science 

can lead researchers to adopt a defensiveness 

anchored in subjective knowledge, driven by fears 

of losing academic prestige, difficulties in adapting 

to new research paradigms, and perceived financial 

losses due to reduced sponsorship from corporations 

they advocate for. In such situations, researchers 

may employ various discursive strategies to maintain 

their social influence, including emphasizing the 

lack of consensus within the scientific community, 

encouraging community resistance against perceived 

adverse interests of industries and governments, and 

formulating persuasive arguments to shift the burden 

of proof.56 For example, they might provoke social 

unease about updated health-related knowledge by 

highlighting the supposed insufficient evidence for 

the biological safety of a validated innovation, such 

as a vaccine.

Similarly, perpetrators of pseudoscience can 

employ these tactics. They promote sectarianism 

using rhetorical tools such as emphasizing the need 

for a holistic understanding of human needs, criticizing 

academics for their hesitation to pursue new scientific 

directions, devaluing researchers for their lack of daily 

clinical experience, proposing alternatives that align 

with the values of intended care recipients, and arguing 

against “utopic theories”.59 These claims typically 

lack substantial scientific backing and often incur 

additional financial costs for consumers of alternative 

treatments.60 Moreover, polarized health discussions 

are exploited by ideological groups to deepen social 

divisions. For instance, movements that challenge 

vaccine efficacy have been co-opted by political entities 

to weaken adversaries and manipulate public opinion 

with conspiracy theories, merging populist rhetoric 

with messianic narratives of social salvation by “citizen 

heroes”, who position themselves as opponents of the 

economic voracity of the pharmaceutical industry.61

 
Academic pressures for productivism

The development of researchers involves extensive 

training, during which graduate students work closely 

with mentors to refine their expertise in specific areas 
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of knowledge while focusing on high-value academic 

topics. Although this approach often neglects social 

listening to identify the population’s needs, it can 

facilitate more rapid and straightforward recognition 

of researchers throughout their careers. As a 

result, scientific databases are frequently filled with 

redundant, confirmatory, implausible, and stereotype-

driven studies. However, limited research coverage 

forces people to devise homemade solutions for their 

neglected problems, which most researchers deem 

trivial.62,63

Another critical issue is the “publish or perish” 

paradigm, which deviates from the classical scientific 

objective of enhancing people’s quality of life. Motivated 

by career advancement demands, researchers may 

adopt a production-oriented approach, supervising 

an excessive number of graduate students, practicing 

“salami slicing”—publishing minimal publishable 

units to increase output—and selecting topics and 

methodologies that are readily publishable. These 

practices erect barriers to diverse and pluralistic 

knowledge, facilitating the spread of unchecked and 

imprecise findings lacking reproducibility, exacerbating 

competition for editorial space, and diminishing the 

democracy of scientific publishing by restricting the 

range of explored topics. Prioritizing convenience over 

substance yields minimal social benefits, burdening 

highly qualified professionals with secondary goals 

at the expense of addressing genuine issues and 

producing robust clinical evidence.64

The advancement of knowledge depends on finding 

satisfactory explanations for an object (thing), using 

provisional theories that interpret reality.65 Over time, 

researchers gain more experience in specific areas, 

thereby increasing their capacity to contribute to their 

field by collecting meaningful evidence. However, 

focusing on trending topics rather than becoming an 

authority in a specific area can adversely affect the 

quality of research leading to questionable outcomes. 

Researchers whose work has societal applications 

should avoid promoting opportunistic research 

behavior for media attention. This issue includes the 

“Twitterization” of science, which fosters ideologically 

driven studies and the promotion of results on social 

media to a polarized audience. For example, low-

quality studies questioning the efficacy of COVID-19 

vaccines became extremely popular among supporters 

of the anti-vaccine movement. This amplified public 

unease, lowered vaccination rates, and simultaneously 

allowed researchers to gain recognition for the 

popularity of their findings in the media, positively 

impacting metrics that assess the “dissemination of 

scientific knowledge” on social media.56

Another relevant factor is the perpetuation of a 

so-called “virtuous cycle”, observed when research 

funding is linked to a researcher’s productivity-driven 

outcomes with manipulable and inadequate “quality 

metrics”, such as impact factors. The increasing 

allocation of funding to research groups focused on 

academically hegemonic areas leads to a privileged 

scientific elite that monopolizes both human and 

economic resources. Fraudulent behaviors, such as 

the activities of “citation cartels”, contribute to this 

scenario. These practices involve journals and research 

groups manipulating the evaluation system by 

agreeing that articles published in their journals must 

cite previously published articles in a partner journal, 

thereby artificially boosting their h-indices. Similarly, 

closed groups of researchers may agree to cite each 

other, enhancing their indices.66 By the perverse logic 

of “outrunning the tiger”, the deliberate practice of not 

citing studies from competing groups also negatively 

impacts science development, potentially resulting 

in decreased research funding for areas of societal 

interest and contributing to the spread of information 

voids and misinformation.
 
Science communication environment

The impact of information pollution is particularly 

evident in science communication, since scientific 

articles may include various forms of data falsification 

or adulteration related to reporting research outcomes. 

Some malpractices include:

i. Results fabrication: researchers may fabricate 

results wholly or partially, either without conducting 

experiments or after experimental failures. Notably, 

results can be created using generative artificial 

intelligence. The Retraction Watch observatory 

maintains an updated list of articles and peer reviews 

with evidence of being written by ChatGPT.67

ii. Results manipulation: data may be manipulated 

to enhance the publication’s appeal, such as presenting 

statistically significant differences regardless of ethical 

implications. This manipulation may involve excluding 

deviant outcomes from analyses or duplicating values 

close to the mean.68

iii. Selective outcome reporting: this involves 

selecting a subset of the originally recorded outcomes 
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for inclusion in a publication. Researchers may 

report only those results they consider relevant, 

which reduces the reproducibility of results, fosters 

a misleading perception of the impact, and conceals 

failures encountered during the study.69

iv. Plagiarism: researchers may commit plagiarism 

by replicating results or excerpts from scientific articles 

authored by others or from their prior work without 

proper citation.70

v. Study design metamorphosis: during the peer 

review process, researchers may alter the design of 

their studies in response to critiques about originality 

or limitations related to sample size or blinding. For 

example, observational studies might be reclassified 

as randomized clinical trials. Researchers may modify 

their results to rectify perceived flaws, thereby 

enhancing the likelihood of swift publication.71

It is essential to recognize that technical limitations 

in the design and execution of scientific studies, 

although not directly linked to intentional falsifications, 

can lead to information pollution. This problem is 

evidenced by the gap between the potential and real 

levels of evidence produced by scientific studies, 

which can reduce certainty. The GRADE (Grading of 

Recommendations, Assessment, Development, and 

Evaluations) approach recommends acknowledging 

a reduction in the quality of evidence due to risks, 

such as biases, inconsistent results, indirect evidence, 

and publication bias. Consequently, findings from 

studies lacking rigorous scientific methods, such as 

those using convenience sampling or having poor 

statistical representativeness, can contribute to 

information overload, confusion, and a perceived lack 

of consensus.72

Moreover, scientific content deemed suitable for 

public consumption often does not rely solely on 

the quality of outcomes. Limitations on the amount, 

type, and scope of articles published in established 

journals are influenced by factors such as the journals’ 

impact factors and target audiences. Editorial boards 

are pressured to select articles that are more likely 

to maintain or boost their journals’ reputations. This 

restriction limits the appreciation of robust science 

that adheres to a rationale associated with traditional 

print publication methods—an approach that is 

outdated when the computational system is capable 

of supporting comprehensive science communication. 

For instance, some journals delay the release of 

articles until they can be included in a specific issue, 

maintaining characteristics of print publication. Such 

practices lead to the spread of preprints—published 

data that have not been revised or validated—by the 

media and subsequent studies.73

Maintaining robust peer review systems is 

challenging due to the increasing number of journals, 

heightened academic workload, and growing 

researcher disinterest in a task that is becoming 

less rewarding. This disenchantment is fueled by the 

trade-off between time spent on peer reviews and 

one’s research advance, compounded by the lack of 

compensation for peer review in relation to the need to 

pay article processing charges (APCs) to profit-driven 

publishers. As a result, researchers may hesitate to act 

as referees, leading to a deterioration in the quality 

of peer review reports and negatively impacting the 

scientific curation process.74 Some researchers might 

offer superficial one-line reviews, either supporting 

publication or deeming a study unsuitable without 

sufficient justification, often influenced by personal 

biases rather than empirical or scientific evidence.75 

Additionally, some researchers have resorted to 

deceptive tactics like nominating fictitious reviewers 

to appraise their work during manuscript submission. 

These purported reviewers are registered using email 

accounts created by the researchers, allowing them to 

receive and evaluate their submissions.76

Moreover, commercial and scamming strategies 

exploit the high vulnerability of researchers who, 

under pressure to increase academic productivity, 

are eager to disseminate their work. These strategies 

can be divided into three actor groups: i) predatory 

journals that operate as commercial enterprises rather 

than scholarly platforms, which are characterized 

by the acceptance and publication of low-quality 

articles, becoming sources of errors, inaccuracies, 

and falsehoods;77 ii) paper mills that sell authorships 

and articles for publication in various online journals, 

with prices ranging from hundreds to thousands of 

U.S. dollars depending on the field of research and the 

journal’s prestige;78 and iii) slot machine scammers 

who mimic the actions of profit-oriented outlets, 

such as creating fake online journal profiles to attract 

researchers and sending fraudulent acceptance letters 

that demand payment of APCs.

Practical solutions to mitigate misinformation
Mitigating health information pollution requires 

the promotion of critical thinking by educational 
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SOCIETY

Challenges in identifying reliable health sources on 
social media

Verify the date of content development, check references, use fact-checking agencies for facticity 
verification, and triangulate information

Propagation of unverified health content by internet 
users

Verify the date of content development, check references, use fact-checking agencies for facticity 
verification, and triangulate information

Preference for sharing misinformation than accurate 
information

Regulate big tech companies’ actions and algorithm data transparency

Misinformation supporting political agendas and 
discriminatory narratives

Verify the date of content development, check references, use fact-checking agencies for facticity 
verification, and triangulate information

Echo chambers reinforcing pre-existing health beliefs Regulate big tech companies’ actions and algorithm data transparency

Cyberchondria leading to repetitive health information-
seeking behavior

Enhance the health literacy of users via digital education and the development of high-quality 
content on online channels

Therapeutic pluralism driven by personal health 
concerns

Adopt the person-centered care model and promote digital educational approaches

Digital influencers promoting biased, manipulated, and 
imprecise content

Regulate digital influencers’ actions and hold them responsible for misinformation propagation on 
online channels

Digital influencer’s engagement-seeking behavior Regulate big tech companies’ actions and hold them responsible for misinformation propagation 
on online channels

Science communication biased by political agenda of 
mass media

Improve and expand the regulation of mass media

Communication of unvalidated scientific claims by 
mass media

Stimulate the specialized formation of professionals to work with science communication, 
improving scientific literacy

Sensationalism in science communication Stimulate the specialized formation of professionals to work with science communication, avoiding 
sensationalism

Lack of specialized professionals in science 
communication

Promote politics to increase the number of professionals specialized in science communication

Influence of populism on health policy formulations Implement supra-governmental policies to ensure the central role of researchers in committees 
responsible for strategic scientific decisions

Misinformation disseminated via user engagement-
driven algorithms

Regulate big tech companies’ actions and algorithm data transparency

Religious beliefs influencing health behaviors Promote and maintain a laic state, offering science-driven health education within religious 
communities

HEALTH PROFESSIONALS

Biomedical model in healthcare practice Promote person-centered healthcare training

Workforce’s critical thinking shortcomings Promote critical thinking, scientific education, and health literacy standards

Profit-driven health practices Emphasize ethical principles during professional education

Traditional healthcare education Modernize teaching methods with engaging and active technologies

Unstandardized expansion of healthcare training 
courses

Implement educational quality standards, investing in the professor’s formation

Insufficient number of qualified health professors Investments in the professor’s formation, building an attractive academic career

Professional knowledge acquired from unreliable 
sources

Promote critical thinking, scientific education, and health literacy standards

Lack of capacitation in educational content production Implement training and capacitation for digital health content production

Unethical behaviors in the context of e-professionalism Ethical monitoring of health professionals on social media

Health professionals with commercial-driven attitudes Ethical monitoring of health professionals, promoting transparency of professionals’ conflicts of 
interest on social media

Increasingly influence of health professionals on social 
media

Educate health professionals on responsible social media use

Challenges in quality screening of evidence Educate health professionals on the critical evaluation of scientific articles

Health professional engagement in polarized debates Foster open and evidence-based dialogue among health professionals

Science denialists Promote scientific literacy and emphasize the dissemination of high-quality rigorous research 
among health professionals

HEALTH SCIENCE

Health research motivated by financial gains Regulate the involvement of industry within the scientific research sector

Preliminary research-based clinical recommendations Enhance the rigor for promoting technologies lacking sufficient scientific evidence

Market-driven health innovation Develop policies to promote the creation of solutions for overlooked problems

Resistance against competitive theories in health 
research

Improve the scientific education and training of health sector researchers

Figure 3- Recommendations for managing health information pollution in the contexts of society, health professionals, and health science.
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initiatives, the use of high-quality digital content, and 

engagement with fact-checking entities. Concurrently, 

health consumers should be counseled to adopt 

strategies for identifying trustworthy sources, 

such as information triangulation, which involves 

systematically verifying information across distinct 

platforms to check for discrepancies. Additionally, 

the proactive dissemination of digital health-related 

messages by health professionals, authorities, or 

systems enhances public access to reliable content.79 

This tactic reduces dependence on suspicious sources 

and improves the quality control of information.

Health professionals committed to contributing 

to scientific discourse must seek advanced training 

to prevent the propagation of low-quality health 

content. It is also essential to acknowledge and 

invest in educators within academic environments, 

ensuring they undergo advanced training and 

remain motivated to foster a culture of continuous 

learning.80 Improved practices of e-professionalism 

can be achieved by the development of guidelines and 

policies that oversee ethical social media use, promote 

transparency regarding commercial affiliations, and 

reward professionals who exemplify commendable 

conduct, thereby nurturing a culture of integrity and 

accountability.

Science prospers when conducted ethically and 

impartially, free from financial influences. Preserving 

the autonomy and integrity of the scientific process 

is essential for fostering significant advancements 

in human knowledge and addressing societal 

challenges,81 while diversifying funding sources 

for scientific research to reduce dependence on 

economically motivated entities. This necessitates 

enhancing governmental support, expanding public 

funding, and promoting partnerships among academic, 

governmental, and non-profit sectors. Such expansion 

of the funding landscape ensures the maintenance 

of research integrity and objectivity, leading to the 

balanced and unbiased progression of knowledge.

Furthermore, big tech companies must prioritize 

data transparency by disclosing the intricate workings 

of their algorithms for rigorous evaluation. This 

transparency is critical for preventing misconceptions 

about their roles in combating misinformation. By 

leveraging their advanced technological capabilities, 

Implications of the health information pollution for society, health professionals, and science

Pseudoscientific health discourses Monitor and remove pseudoscientific discourses on digital media, holding their authors responsible 
for public health harm

Polarized health discourses for social division Implement training and capacitation for digital production of health content

Health conspiracy theories used for political persuasion Regulate authors’ political discourses that misuse scientific fallacies

Research for academic recognition Establish a novel academic culture, shifting from the valorization of productivism to socially 
relevant productions

Prevalence of confirmatory bias in health studies Upgrade health research education and the peer review systems

Neglected issues and information voids Create policies and incentives for addressing and solving neglected problems

“Publish or perish” paradigm Establish a novel academic culture, shifting from the valorization of productivism to socially 
relevant productions

“Salami slicing” practice Establish a novel academic culture, shifting from the valorization of productivism to socially 
relevant productions

Opportunistic research for media attention Promote research funding policies based on social demands, avoiding the fostering of scientific 
opportunism

“Tweeterization” of science Challenge the oversimplification of research’s social relevance by social media metrics

The perpetuation of the “virtuous cycle” Strengthen the emphasis on scientific rigor over productivity in health research training

Citation cartels Reduce the emphasis on citation metrics due to their manipulable and reductionist nature

Paper mills selling authorships and articles for 
publication

Establish a novel academic culture, shifting from the valorization of productivism to socially 
relevant productions

Information pollution in scientific articles Incentivize the widespread adoption of open science principles, emphasizing the online pre-
registration of research protocols and the sharing of data banks

Technical flaws in health research design Advocate for slow science to improve data checking and publication quality, making peer reviews 
more effective

Subjectivity in scientific publishing decisions Make the motivations behind editorial decisions more transparent, clarifying recommendations for 
publication and denying reasons

The degradation of the peer review system Enhance peer review recognition beyond acknowledgments, regarding strategies like remuneration 
and research funding

Predatory practices Counteract the rise of predatory journals by offering better publication opportunities in established 
journals

Continued from previous page
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these companies can effectively manage all user-

generated content with sophisticated artificial 

intelligence models. While it is important to preserve 

the freedom of users to share messages, such 

activities must comply with the guidelines of digital 

platforms, which should include measures to limit the 

circulation of content that is verifiably false, biased, 

or manipulated.

Figure 3 delineates specific challenges and potential 

solutions for factors related to information pollution 

across society, health professionals, and health science 

contexts.
 
Final considerations

Regulations to address the proliferation of health 

information pollution are imperative. Such policies 

must prioritize collective welfare over the interests 

of specific groups. A critical balance must be 

maintained between upholding freedom of expression 

and mitigating the risks posed by the widespread 

dissemination of misinformation online. Additionally, 

it is important to recognize that the production and 

propagation of information pollution are consequences 

of the neoliberal capitalism model, characterized 

by individualism, a minimal state, a self-regulated 

society driven by economic interests, and increasing 

socioeconomic inequality. Therefore, while each 

person must be invited to collaborate in controlling 

information pollution in their roles as citizens, health 

professionals, or researchers, it is also essential to 

provoke all people to act politically for profound social 

transformation. This seems to be the only effective 

alternative to combat information pollution.
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