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Abstract 

From a photograph of a malfunctioning digital sign, this article discusses the interplay between the concept of Smart Cities and the 

impacts of using advanced surveillance and control technologies in urban spaces, questioning the system's failure and its 

consequences on citizens' lives. The text addresses the specific challenges faced in implementing Smart Cities in the Global South, 

examining the operation of new forms of colonialism and a new model of capitalism based on the data market. Primarily based in 

the Global North, these models can distort the relationships between individuals and their connections with the world and cities, 

highlighting their role in exacerbating socioeconomic and cultural tensions. The text presents Smart Sampa, a project underpinned 

by the concept of Smart Cities under progress in Sao Paulo, Brazil, as a means of elucidating the complexity of programs that 

promise to manage cities through labyrinthine digital networks that integrate everything from surveillance cameras to government 

services on a single platform. The study prioritizes diverse knowledge frameworks, employing a non-hierarchical and cross-cutting 

approach that connects empirical findings and scholarly sources and fostering a debate on the myths of infallibility and neutrality 

surrounding these control technologies. The article is an investigative exercise that examines concepts, approaches, and potential 

gaps within the Smart Cities framework, which inspire artistic and activist actions that challenge the assumed normalcy imposed by 

such technologies. 

Keywords: Smart city, Surveillance capitalism, Data colonialism, Global South 

 

1 Introduction 

In the Brazilian city of Sao Paulo — a Southeastern economic, industrial, and cultural powerhouse — on March 4, 2024, around 11 AM, an 

attentive crowd on Rebouças Avenue noticed that a digital sign was not serving its purpose. Strategically positioned before the descent into 

the tunnel, the electronic panel, instead of providing information about vehicle traffic in the vicinity, displayed the following phrase: "Windows 

could not", as shown below in Figure 1. 

 
Fig. 1: Digital sign in Sao Paulo. Source: Author, 2024. 
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Building on this incident, the recorded image, and the associations it evokes, this article examines the operation of surveillance and control 

technologies used to manage urban spaces, governmental processes, and bureaucracies. The investigation crosses the developments of 

the conceptualization and construction of Smart Cities, given their reverberation in the development and analysis of contemporary cities, 

which are, by excellence, the spaces where social and power clashes occur, as a subject to transformations at local and global levels 

(Morozov & Bria, 2019). Moreover, the entire arrangement and instrumentalization of urban infrastructures closely connects to processes 

related to data mining from digital networks, data colonialism, and surveillance capitalism (Couldry & Mejias, 2019; Zuboff, 2020). These 

concepts, addressed later, reveal the colonial relationships that persist and, as a result, dominate the Global South based on strategies that 

create dependency and erode sovereignty in the dominated countries (Quijano, 2019). 

Neoliberal-aligned technocrats argue in one-dimensional narratives that only computational assistance can effectively manage large and 

complex urban centers (Greenfield, 2013). In opposition to such arguments and in order to develop a discussion that privileges the multitude 

of knowledge produced on the subject proposed for this article, the methodology adopted favors the transversal and non-hierarchical 

association among various forms of knowledge production (Rancière, 2016), enabling a dialogue between diverse approaches to the same 

object. Beyond articulating concepts through a bibliographic review, the Smart Sampa program in Sao Paulo (an initiative grounded in Smart 

City concepts) serves as an illustration of the main issues related to the impacts of this type of development imposed on contemporary cities, 

distorting the citizens’ relationships with one another and with the urban environment and the world. The decision to choose this project is 

based on its launch in 2023 and its continuous implementation since then, allowing for monitoring of the most relevant discussions and 

issues within the context of Smart Cities in the Global South and highlighting the spaces of dispute and tension as the project progresses. 

Furthermore, considering that the field of art is prolific for understanding the contemporary world, literary references, cinema, and other 

artistic productions are drawn upon to clarify the understanding of the concepts addressed in the article. 

2 Smart Sampa and the Smart Development Standard 

The Smart Sampa1 program, announced by the Sao Paulo Municipal Government and continuously implemented since late 2023, is 

presented as a set of solutions regarded as intelligent for the administration of Brazil's largest metropolis. The project is yet another 

representative, among many in Brazil and worldwide, proposing a centralized management platform for governmental processes and 

surveillance and control systems in urban spaces. Underpinned by the conceptualization of Smart Cities, the popularized term smart – which 

seeks to infuse intelligence into every aspect of life and everyday objects, from toothbrushes to vacuum cleaners – as seen in the platform's 

name, is not used naively. As Morozov and Bria (2019) argue, the term is part of a contemporary vocabulary that seeks to represent a 

constellation of meanings, ambiguous and vague, facilitating a multiple and broad semiotic approach. In short, the so-called intelligence in 

the context of cities is observed in the use of advanced technologies aimed at better management and production of resources and the 

alteration of citizens' behavior, promising better connectivity and security. Smart Sampa is embedded within the broad concept introduced 

by the authors.   

Given the global scope of this movement, the use of existing urban infrastructures in established and continuously expanding cities – targeting 

a smart development standard – provides critical examples. In Brazil, the Operations Center of Rio (COR), in the city of Rio de Janeiro, a 

Southeastern coastal cultural hub, has been under operation since 2010 and is regarded as an emblematic case of intelligent urban 

development. The similarities between COR, Smart Sampa, and many other Smart Cities are evident. The projects integrate surveillance 

cameras, various types of sensors installed in the urban fabric, and databases sourced from public services. These elements are incorporated 

into programs designed to secure real-time management of the cities they control. In the analysis of COR, researcher Fernanda Bruno (2018) 

points out that the project is responsible for extracting and processing a large quantity of data, effectively ruling out any form of negotiation 

(more precisely, consent for processing personal data) between citizens and the system. Driven by algorithms, this type of management can 

alter the individual’s experience in the city, such as a traffic sign that, based on processed information and data, may indicate routes to be 

followed or avoided by vehicle drivers. Moreover, as Greenfield (2013) observes, the information generated by COR may have been used 

 
1 The information regarding the operation and implementation of the Smart Sampa program was based on the Terms of Reference published in the context 
of the call for bids for the platform's implementation (Prefeitura do Município de Sao Paulo, 2022). 
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in the execution of forced evictions in favelas in Rio de Janeiro, indicating questionable uses concerning marginalized populations in the 

context of authoritarian movements typical to the realities of the Global South.  

A point to consider relates to how this urban development standard is implemented in the Global South. As Iara Schiavi (2021) emphasizes, 

the conceptualization of Smart Cities does not respect the constituents of urban space in their cultural and social dimensions, being 

developed generically. More specifically, this type of project is spearheaded by the public power in essential collaboration with private entities, 

primarily represented by significant technology and data industries. In Rio de Janeiro, COR was funded by the Rio de Janeiro Municipal 

Government in partnership with IBM, known for operating real-time policing and crime prevention solutions in cities such as Atlanta and 

Chicago (Morozov & Bria, 2019). In the case of Smart Sampa in Sao Paulo, the city government subcontracted the Smart City SP alliance 

through a bidding process, bringing together companies from various sectors, notably Camerite, which, together with Microsoft, develops 

city monitoring solutions through Artificial Intelligence and integrated surveillance cameras, as stated on the institution's website (Camerite, 

n.d.). 

Unquestionably, the analyses of Smart City projects should consider that the conceptualization of this urban management model is subject 

to socioeconomic and geopolitical frameworks that stem from the Global North and whose development is underpinned by neoliberal ideals 

(Morozov & Bria, 2019). There is an evident colonial relationship when observing that the companies operating in public-private partnerships 

in the Global South are located geopolitically in the Global North countries that have been considered colonizers and continue to hold such 

control. The technologies used in Smart Cities in the Global South are developed in response to urban issues from the Global North (Schiavi, 

2021), establishing dependency relationships and reaffirming power structures. As Aníbal Quijano (2019) argues, all these structures are 

subjected to the theory of European superiority, which has become an aspiration for the countries of the Global South. This idea leads to the 

uncritical importing of such means of domination by the Global South countries as if they could participate in colonial power. It is the evolution 

into new forms of colonialism. 

3 Context, Concepts, and Impacts 

Philip K. Dick's short story Minority Report (2002), alongside its eponymous film adaptation, is seminal in addressing how implementing 

advanced surveillance and control systems, deemed as solutions to crime in cities and characteristic of Smart Cities, can impact societies. 

In the plot, the head of the institution, who operates predictive systems based on extracting and processing citizens' data after being 

confronted as the perpetrator of a crime in the future, questions the infallibility of such technology and the limits of privacy and free will. 

Furthermore, the narrative provides context for the technologies that can be used to operate control and surveillance systems and the data 

processing and extraction in cities, as proposed by Smart Cities. 

Regarding urban safety, crime prevention, and resolution, no other surveillance technology has raised so much concern as facial recognition 

cameras installed in public places – a key proposal of Smart Sampa and a fundamental aspect of the definition of Smart Cities. The program 

follows the international trend of increasing the use of biometric readers, even though this tool has been highly criticized. Access Now (2021), 

an organization that advocates for human rights in digital networks, in association with other institutions that promote discussions on facial 

recognition technologies, published an open letter calling for a global ban on these types of systems in public spaces and in situations where 

surveillance cannot be avoided. According to the coalition, deploying this technology is incompatible with human rights and freedom as it 

violates privacy, leads to discrimination, suppresses liberties, and runs without transparency or consent. In various countries and cities in 

the Global North, implementing facial recognition systems in public spaces is prohibited or operated under stringent legislation. Meanwhile, 

Brazilian legislation does not show effective strategies for regulating the use of this technology (Branco, 2022). 

Researcher and activist Tarcízio Silva (2022) states that, although these technologies are often regarded and marketed as neutral, they are 

otherwise political and technical reflections of the existing discrimination and racism in societies. The author contends that these technologies 

and social-technical imaginaries are developed under the white-privilege logic, resulting in an unequal distribution of knowledge, resources, 

and violence against non-white groups, thus reaffirming the points made by Quijano (2019). Biased databases, built on a hegemonic standard 

of physical characteristics through which facial recognition aims to identify a specific individual, cause significant errors in recognizing Black 

individuals. This results from technological development intertwined with structural racism (Silva, 2022). 
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However, discussions on Smart Cities do not end with the approach to video surveillance and the promise of enhancing urban security. As 

outlined in the concession RFP (Request For Proposal) for the Smart Sampa program, this project aims to bring together as many public 

and private services and databases – both public and private – as possible into a single platform. Cross-referencing information from different 

aspects of daily life would allegedly enable the effective management of urban spaces. The issue is that this technological arrangement, 

which relies on data shared across networks and stored in massive servers worldwide, implies what Nick Couldry and Ulisses Mejias (2019) 

refer to as data colonialism, drawing an analogy to the processes of domination carried out by colonial powers during mercantilism in the 

16th century. This exploitation model generates wealth by processing vast data and extracting patterns and regularities that reveal trends 

and potentialities in consumption and desire. Much of the mined information is often extracted without the individual associated with it even 

knowing.  

Data colonialism is a fundamental part of the economic model that Shoshana Zuboff (2020) calls surveillance capitalism. User information 

mined online – often considered useless until recently – is extracted by large tech companies (such as the companies mentioned earlier, 

IBM and Microsoft, as well as Google, Cisco, Facebook, and Amazon, among others) and feeds data processing systems. Once translated 

into behavioral consumption patterns, this information is sold to those who can take advantage of it. These operations, used in marketing 

strategies and the sale of consumer goods and services, can reorganize the desires and needs of individuals, and distort social relations. 

Social media, the protagonists of this new model of control, encourage users to share all aspects of their lives in a mix of exhibitionism, 

voyeurism, and spectacle, promoting self-exposure practices and trivializing behaviors of surveillance and data extraction (Bruno, 2008). A 

crucial issue within data colonialism is that data sharing is the primary protocol for functioning systems connected to digital networks, leading 

Clare Birchall (2017) to neologism shareveillance. Therefore, data production becomes continuous and inevitable, and as a consequence, 

"we are traceable by what we share" (Beiguelman, 2021, p. 49, our translation). 

It is thus possible to see that surveillance does not only aim at the physical body that moves through public spaces and commits crimes. The 

data generated by all types of online interaction and sharing are subject to being extracted and used for purposes that sometimes are not 

known. The notion of the panopticon, the gaze of a few who watch over many – widely criticized and explored since Michel Foucault's (2008) 

conceptualization of disciplinary societies – does not represent the multitude and heterogeneity with which surveillance can affect individuals 

in the contemporary context. In search of a concept that better clarifies this theme, Bruno (2010) uses the term distributed surveillance, which 

refers to surveillance embedded in all kinds of devices installed in everyday places and for personal use and which often does not have 

surveillance as its primary function. It is exercised in a heterogeneous and decentralized manner, diffusely, with the liquidity (Bauman & 

Lyon, 2013) necessary to occupy any empty capillary of human existence. There is also the creation of an imagined sense of collaboration, 

where all citizens are involved in the struggle for desired security: "The vigilant gaze and monitoring of crime and criminals are not restricted 

to inspection and security institutions but extend to every individual with access to the Internet" (Bruno, 2010, p. 164, our translation). 

In Foucauldian disciplinary societies (Foucault, 2008), power was exercised in relatively hermetic spaces—prisons, sanatoriums, barracks, 

and schools. Deleuze (2013) argues that a new form of power emerged in the so-called control societies with the development of 

telecommunications and satellite transmission technologies. It is a power that transcends the limitations of institutions and physical space, 

using the immediacy provided by technological advances to exercise control in an extraterritorial and global manner. Television was one of 

the first such instruments, allowing a direct connection with the viewer, the controlled citizen, who is continuously bombarded with 

advertisements that mold new consumption patterns and information that distort the relationship between the individual and the world, serving 

imperialist and colonialist interests. 

4 Problematizations 

From dystopia to everyday life, Smart Sampa, the COR, and the conceptualization of Smart Cities represent the use of public power to 

impose security, surveillance, and control systems operated by companies from the Global North. These companies are indifferent to 

discussions about the value of privacy or the issues – notably, those related to the specificities of the Global South context – already 

highlighted by doctrine, thus silencing struggles and expanding state oppression against vulnerable populations. The discussion suggests 

that using data sourced from these control systems further drives the growth and consolidation of big tech companies as the actual managers 

of cities, societies, and human behavior. 
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Myanmar's experience illustrates this phenomenon. According to journalist Max Fisher (2023), until 2013, Myanmar was governed by an 

isolationist and prohibitionist regime that restricted internet access, mobile phones, media, and foreign visitors. With a shift in government, a 

technological opening started. Facebook capitalized on the opportunity to expand its influence by subsidizing smartphone purchases and 

offering free internet access with state support. This permission allowed the company to test its algorithms as if in a laboratory on a population 

largely unfamiliar with connectivity technologies without adequately considering the risks of such intervention in a country with severe ethnic 

and political conflicts. Negligence in moderating extremist content on such a vulnerable ground led to severe consequences. Despite 

numerous warnings from the scientific community, Facebook quickly became one of the country's primary sources of (mis)information and 

failed to curb abuses, mainly due to the lack of Burmese-speaking moderators. For an extended period, only one professional was available 

to oversee all posts made on the platform. 

In a tragic episode, the population was incited to pursue, attack, and kill Muslims of the marginalized Rohingya ethnic group after the spread 

of a fake news story accusing two individuals of raping a Buddhist woman. The platform amplified hate speech, escalating tensions between 

Buddhists and Muslims and pushing Myanmar to the brink of civil war. This example demonstrates Global North tech companies' lack of 

responsibility in their subordinate societies. The complexities and specificities of countries already facing high internal tensions are ignored 

due to the socioeconomic and cultural strains they are involved in precisely because of the destructive historical interference of colonizing 

nations. 

Taking Smart Sampa and Sao Paulo, Brazil’s biggest metropolis, which already exceeds twenty million inhabitants according to the latest 

census conducted by the Brazilian Institute of Geography and Statistics (IBGE) as examples, the economic and control potential that can be 

exploited within the context of data colonialism and surveillance capitalism is substantial. It is important to note that, despite being widely 

discussed from the perspective of large companies with an ostensive internet presence, public institutions can also benefit from such 

operations. In 2013, Edward Snowden, a former systems analyst at the US National Security Agency, disclosed to the British newspaper 

The Guardian an abusive scheme run by the US government and technology companies that monitored and mined information from phone 

calls, emails, cloud-shared files, and other data from the social media of citizens and political figures from various countries. The purpose of 

such data extractions remains unexplained. However, since they are known to be meaningful to the government, this has sparked an intense 

debate about digital rights, privacy, and data governance (Lyon, 2018). 

In Brazil, there are various public services available through mobile apps that extract data from citizens, such as name, email, date of birth, 

address, CPF (Similar to Social Security Number, it is a unique identifier for individuals in Brazil mainly used for tax and legal purposes), RG 

(state-issued ID card), facial biometrics, and, in some situations, the citizen's location, operation time records, and which resources were 

used within the platform. Often, even data stored on devices can be accessed through meaningless authorizations in the operation of the 

service provided (Abreu et al., 2018). The concern is that centralized information and data models, like those presented earlier, are prone to 

misuse and abuse (Doneda & Kanashiro, 2010). The arguments validating this digitization of public services correlate with the proposal for 

social inclusion and creating an image of a country that overcomes its technological delays, reflecting and uncritically importing models and 

technologies developed in the Global North context.  

The scenario presented by filmmaker Ken Loach (2016) in the film I, Daniel Blake exemplifies some of the possible developments and 

challenges of the digitization and outsourcing of government services. The Kafkaesque character who names the film is on his journey in 

search of the promised disability insurance after suffering a heart attack that prevents him from working. In the mentioned context of public-

private partnerships, some public services (including the one sought by Daniel) have been subcontracted, exacerbating the strain on those 

seeking rights guaranteed by the state. The film raises questions related to the disparate asymmetries faced by some citizens regarding 

technologies imposed in state bureaucracies. Operations considered simple by those familiar with digital devices and processes may be 

enough to limit or hinder access to certain services that are often indispensable for ensuring the dignity and life of the citizens.  

The themes previously discussed, from surveillance and security to data colonialism, constitute a complex web of technological systems and 

services that broadly shape the proposals for Smart Cities. Despite various difficulties and criticisms, this type of development continues to 

expand. One conflicting issue that complicates the understanding of how a future Global South city transformed into a Smart City might 

operate is that this model, as conceived and promoted by technocrats, demands cities with clearly defined boundaries, free of ambiguities 

and conflicts at their edges (Rozestraten, 2018), which is definitely not the context of the large and complex cities of the Global South. The 
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fact is that, despite extensive criticism – whether due to the dismantling of privacy and the blatant violation of the fundamental right to data 

protection guaranteed by Article 5, Section 79 of the 1988 Brazilian Federal Constitution or due to the lack of evidence supporting the 

accuracy of these technologies in avoiding errors and injustices –, the Smart Cities project continues to be implemented without effective 

resistance. 
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5 Living in the Gap 

However, what happens when the Smart City crashes? What damages could failures in these control systems cause? Returning to the image 

that sparked this discussion, what was it that "Windows could not" do? Is it possible to manage complex contemporary cities using 

technologies developed under Global North models? Could Windows perform efficiently, given the vicissitudes and idiosyncrasies of a city 

in the Global South? What are the possibilities of breaking away from the standards imposed by these technologies managing the city and 

its social life? Where is the gap between existence and resistance? Giselle Beiguelman (2021) points out that, for being connected to other 

digital networks, the technologies previously explored are vulnerable to intrusions and activities that subvert the norms imposed by these 

technological arrangements. Artistic productions represent part of this investigation into gaps that exist to subvert dominant codes. 

In the work Google Maps Hacks, presented in Figure 2, Simon Weckert (2020) explores the impact of decisions made by the urban navigation 

algorithms apps that rely on the geolocation data shared by its users. Using approximately a hundred mobile phones connected to Google 

Maps transported in a wheelbarrow, Weckert caused chaos in the app: it indicated large traffic jams on the streets he passed, even though 

they were empty and motionless. The performance reflects on the potential consequences of understanding the level of control imposed on 

everyday actions. Being confined to his own home in China after criticizing the Chinese government, Ai Weiwei (2012) reversed the regimes 

of visibility imposed by cameras monitoring outside his residence, installed by the state to ensure the political prisoner would not escape. 

The artist made all his daily activities available through streaming videos on the internet, mocking the surveillance and control he was 

subjected to. His images showed more than those from the government cameras and could be accessed by anyone, including government 

institutions. 

 
Fig. 2: Google Maps Hacks. Source: Simon Weckert, 2020. Available at: https://www.simonweckert.com/img/googlemapshacks/maps_13_2.JPG 

Resisting facial recognition technologies, Adam Harvey (2010) and Leo Selvaggio (2014) create masks or facial interventions using makeup 

to generate biometric patterns that cannot be identified or linked to anyone. This disruption of the regular pattern in such works examines 

the limited capacity of facial biometric identification systems, which are easily fooled by strategies that prevent the correct reading of the 

essential facial points required for precise identification. In the context of the Global South, Mexican artist Rafael Lozano-Hemmer (2015), in 

revistas.usp.br/virus

https://www.simonweckert.com/img/googlemapshacks/maps_13_2.JPG


AGORA  What Happens when the Smart City Crashes? 
Vinícius Carvalho Lopacinski 

 

49 

his work Level of Confidence, as shown in Figure 3, inverted the militarised logic of technologies designed to hunt criminals or suspects by 

training systems to tirelessly search for the faces of forty-seven missing students, likely killed in an operation involving the government, 

police forces, and drug cartels. Visitors' biometric data were read and interpreted to reveal which of the students' faces bore the most 

resemblance, highlighting the traceability and control exerted by facial recognition systems. 

 
Fig. 3: Level of confidence. Source: Rafael Lozano-Hemmer, 2015. Available at: https://www.lozano-
hemmer.com/showimage_emb.php?proj=level_of_confidence&img=montreal_2018&idproj=295&type=artwork&id=1 

The point these examples seem to prove is that no technology or system is infallible or immune to unexpected external interventions. The 

Smart Sampa initiative, which will soon centralize a significant amount of data and information about Sao Paulo’s residents, could also be 

hacked, even for criminal purposes, revealing a complex paradox for public safety and management programs. It is also important to 

remember the potential manipulation of captured images through well-known techniques such as deep fake, which could end up incriminating 

innocents or exonerating criminals. Furthermore, citizens’ sensitive data could be potentially exposed to anyone who might benefit from it. 

Given the complexity of the integrations and databases that will form the platform, it is difficult to predict the impacts that this type of criminal 

intervention could cause. Still, it is true that while some gaps may be exploited for criminal purposes, others open up avenues for creating 

and democratizing access to digital networks as a form of activism that seeks to hack current regimes of visibility and control (Beiguelman, 

2021). History, nonetheless, has been categorical in favoring hegemonic systems, conjuring dystopias, and consequently destroying this 

kind of hope. 

  

https://www.lozano-hemmer.com/showimage_emb.php?proj=level_of_confidence&img=montreal_2018&idproj=295&type=artwork&id=1
https://www.lozano-hemmer.com/showimage_emb.php?proj=level_of_confidence&img=montreal_2018&idproj=295&type=artwork&id=1
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6 Final Considerations 

Countries in the Global South face problems stemming from earlier colonial periods that predate the control stage proposed by supposed 

development models such as those of Smart Cities and, therefore, the Smart Sampa program, taken as an example of a project in continuous 

implementation and evokes reflections and criticisms. Such instrumentalization of the city with surveillance technologies and data extraction 

and processing is embedded in the context of data colonialism and surveillance capitalism, an advanced model of domination based on 

information located in digital networks (Couldry & Mejias, 2019; Zuboff, 2020). It is the continuation of power systems imposed through 

development standards that bear no relation to the socio-economic and cultural discrepancies in colonized and dominated societies. What 

should be a paradigm for significant development in the cities of the Global South, which could be better managed for progress in socio-

economic and cultural fields, reveals a conflicting issue since it is precisely these technologies created and implemented following the 

challenges of the Global North and used for urban management that fail to achieve satisfactory and just results in colonized countries 

(Quijano, 2019; Schiavi, 2021; Branco, 2022; Fischer, 2023). 

The critical analyses developed during the implementation of Smart Cities programs in cities of the Global South must consider that the 

development standards imposed do not respect or value local multitude and specificity. More assertively, driven by private economic 

interests, this type of project shows no connection “to the real-world problems of real people” (Morozov & Bria, 2018, p. 2). It is, therefore, 

necessary to explore, within the various fields of knowledge production, the possible gaps of non-dominant existences within a colonial 

arrangement that seeks, by any means, to extinguish the heterogeneities present and necessary for constructing truly smart cities. As 

Beiguelman (2021) observes, the city is no longer just the focus of the gaze; it presents itself as a space of articulation between informational 

and physical territories, with new relationships and possibilities for subversion. In the failure of Windows, possibilities arise to build new 

critiques and counter-hegemonic knowledge about the management of cities in the Global South. 
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